CYBER SECURITY ACTION PLAN [1]

Table of Contents

EXECUtIVE SUMMAIY .....ooiiiiii e ES-1
1. Strategic Vision of the Office of Cyber Security ... 1
1.1 Goals of the Office of Cyber SeCUTItY ..........oooiiiiiii e 1
1.2 ACHON STEPS ..o 1
2. FULUTE ACHIVITIES ..ooiiiiii it 5
2.1 Strengthening the Cyber Security COMMUNIEY ......oooiviiiiiiiiiiiiii e 5
2.1.1 Continuing With the Development of the Action Plan to Promote and Support DOE's
VESION (oo 5
2.1.2 Defining Roles and Responsibilities for Headquarters and Line Organizations........ 6
2.1.3  Ensuring That E-Government Initiatives Are Secure and Responsive to the Public...7
2.1.4 Cyber Security Threat SIQIeMENL....................cccciiiiiiiiiiiiiiiiiii 7
22 Strengthening the Implementation of DOE's Cyber Security Policies to Meet or
Exceed National Standards ... 8
2.2.1  Performance MeaSUFEMENL ... ..............cccoiiii it 8
2.2.2 Continued Improvement of the GISRA Plan of Action and Milestones for OMB ....... 8
2.2.3 Developing a Cvber Security IT Capital Planning Process.........................c.cc..o.... 9
2.2.4 Continuing With the Evolution of DOE Cvber Security Directives........................ 10
2.2.5 Qutreach/Lessons Learned ..................cc...ccoviiiiiiiiiiiiiiiiii e 10
2.2.6 Developing and Expanding a Comprehensive DOE-wide Cvber Training Programl |
23 Strengthening the DOE Internal Critical Cyber Infrastructure ............................... 12
2.3.1 Participating and Enhancing Emergency Response and Reporting Capabilities for
CVDEF ASSOLS ... 12
2.3.2 Expanding PKI Capabilities Throughout DOE to Support Trusted Relationships
AMORNG Al USOFS ... e 13
2.3.3 STU-TII ReplACemMeERt .................cccc.ooiiiiiiiiiii e 14
2.3.4 Infrastructure and Architecture Upgrades...........................ccoccoevvviiiiiiieiiieiiii 14
2.3.5 Technology Development.....................ccccccoiiiiiiiiiiiiiieiie e 15
2.3.6 Intrusion Monitoring Analvsis and Correction ..............................ccceciiiiiiiieeen . 19
2.3.7 Project Matrix Step I1.............ccc..oooiiiiiiiii e 19
3. YRAr N REVIEW ..o 20
A, CONCIUSION ..ottt 22
Appendix A -Cyber Security Program Master Schedule............................. 23

April 2002

SOUND INVESTMENTS TODAY FFOR A SECURE TOMORROW i



